
Security and Risk Management

Module code SRM_PCOM7E NQF level 7

Credit value 20 Study duration 12 weeks

Module description

This module introduces students to the underpinning 
concepts and skills of Information Security and 
Risk Management. This includes an introduction to 
security and governance principles, and standards. 
It will be based on mapping information security 
and risk management roles onto a number of 
security models. The module describes the security 
and threat management, and protection, issues 
involving business resources, risks, monitoring as 
well as business continuity strategies. Students 
will also gain an understanding of assessment and 
mitigation techniques associated with information 
risk management. Students will be introduced to the 
techniques in an engaging format, using a mixture of 
group work and individual activities.

This module aims to:

The module aims to provide students with 

 ■ An understanding of the concepts of information 
security management

 ■ An understanding of the basic principles of 
information risk management

 ■ An understanding of cyber threat and its 
management

 ■ An understanding of the use and benefits of 
various modelling tools.

 ■ An understanding of how to create and use 
security models and assessment tools.

 ■ An understanding of the relevant standards 
and legislation which impact risk and security 
management

 ■ An appreciation for current and future challenges, 
limitations, and opportunities in this field.

 ■ The ability to present critical arguments for 
specific actions or outcomes to a diverse 
audience

 ■ The opportunity to reflect on and evaluate their 
personal development

Learning outcomes

After completing the module, students should be 
able to:

 ■ Identify and analyse critically security risks, 
threats and vulnerabilities in information systems, 
accounting for the current threat landscape

 ■ Gather and synthesise information from multiple 
sources (including internet security alerts & 
warning sites) to aid in the systematic analysis of 
risks & security issues.

 ■ Critically determine appropriate methodologies, 
tools and techniques to mitigate and/or solve 
security risks and their business impact

 ■ Articulate the legal, social, ethical, and 
professional issues faced by information security 
and risk professionals. 

Syllabus

 ■ What are Information Risk Management (IRM) 
and Information Security Management (ISM)? The 
role of the IS/IR Manager, Key security concepts 
and terminology  

 ■ Risk modelling and frameworks.

 ■ ISM Framework – Standards and Compliance

 ■ Disaster Recovery and Business Continuity 
Management

 ■ Cyber Threat management

READY TO APPLY? 
Complete the online application form and an Admissions 
Adviser will be in touch to assist you in the enrolment process.

APPLY NOW

https://online.essex.ac.uk/apply/?utm_source=info%20sheets


Learning and teaching methods

TThe module will be delivered through the provision 
of specified reading materials on the virtual learning 
platform, which shall be supported by specified 
online discussion forums and lecturecasts. The 
lecturecasts and other learning materials will 
follow the best practices of ‘diverse inclusion’. The 
tutor-led discussion forums will be available to the 
students in order to engage and enhance students’ 
learning in a friendly and respectful environment. The 
flexible and participative approach of the module 
will develop a collaborative research inquiry in 
the advancement of computing, enabling them to 
accelerate in their chosen career.

Students will demonstrate their ability and strengths 
through evidence and reflections by maintaining 
an e-portfolio. The e-portfolio will also act as a 
means for assessment on evidence of personal 
growth and CPD. They will also identify and share 
appropriate web-based resources as learning 
support references with their fellow students and as 
indicators of their individual learning contexts with 
their tutors. 

Synchronous sessions will last for one hour and 
allow students the opportunity for tutor contact 
and interaction with fellow students. The sessions 
will include live coding sessions, providing full 
demonstrations on the practical elements of the 
syllabus. They will also include referenced use of 
selected case studies which will be drawn from 
the reading materials/web-based module learning 
resources and the professional/educational 
experience of the Tutors. These synchronous 
sessions will be recorded in order to ensure that all 
students can access the material in their own time.

At pre-arranged days and agreed times during the 
module (usually weekly, prior to a synchronous 
session), the Module Tutor will be available for a 
‘drop in’ telephone or online preparatory learning 
liaison session. This is to give students an 
opportunity to ask specific and general questions 
related to that week’s learning opportunities and 
to enable them to contextualise their learning 
experience. Additionally, self-managed learning will 
supplement lectures and students are given weekly 
direction on required and indicative reading.

For team activities in this module, students will be 
grouped according to time zones to ensure team 
members can communicate easily with each other. 
They will then be encouraged to draw up a team 
contract, assigning roles and tasks to each team 
member to ensure they are able to achieve the 
given goal(s) for the project/assignment in the given 
timescale. There should be regular team meetings 
which will need to be recorded and logged. The final 
aspect of the group activity is the peer assessment. 
This will determine the final score of each team 
member for the project/assignment.  Details on the 
process for peer assessment will be made available 
to students at the outset of the module.

Description of unit of assessment Length/Duration Submission date Weighting

Development Team Project: Risk 
identification Report 

600 words equivalent Unit 6 20%

Development Team Project: Executive 
Summary and assessment

2000 words Unit 11 40%

Individual Module e-Portfolio 2000 words Unit 12 40%
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